Summer/Fall 2010

PALI Seminar 2010

The Annual Investigators Seminar hosted by the Pennsyl-

vania Association of Licensed Investigators (PALI) will be held

on September 28" & 29" at the Crowne Plaza in Harrisburg,

PA. PALI’s Annual Investigators Conference is designed to provide
an opportunity for educational excellence. It is estimated that 100 to
150 investigators, law enforcement personal and security profession-
als from across the Mid-Atlantic Region will be in attendance, with
national and local exhibitors and many well known educational
speakers over the two-day event. This is a wonderful opportunity to
network with those who are dedicated to the advancement of investi-
gative and security services.

You will not want to miss investigative experts from across the US
speaking on the following topics:

: Sex Crimes

Cellular Forensics
Financial Investigations
Gramm-Leach—Bliley Act
Real Estate Investigations

TNT ~ Dynamite Tools, Notions & Tricks of the Trade

In this issue : Pre-surveillance, surveillance & trouble-shooting techniques
(articles by presenters or exhibitors | ° Investigating with Computer Forensics:
at the PALI 2010 seminar in bold) Possibilities and Pitfalls
Page |: PALI Seminar 2010 Visit www.pali-investigator-conference.com for additional seminar
Page 2: The President’s Corner details and to download the registration form and seminar agenda.
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Investigator We look forward to seeing old friends and making new ones!
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The President’s Corner

My Fellow Investigators,

Greetings from PALI, and I hope this newsletter finds you all well and pros-
pering in your business. As I speak of prospering, I need to tell you that I re-
ceive at least 3 inquires a day of someone wanting to become a private investiga-
tor or open a security guard company, and they have absolutely no experience or
qualifications for the job. Since the economy is in such a bad state, I guess eve-
ryone thinks they’re Magnum or Frank Rockford. On that note, it behooves you
to advertise, get a website and beat the bushes to let the potential clients in your
areas know your there and established. Just a little tip, you have to spend a little
money to make a little money...

On that same note, those of you in the security business need to stay in touch
with me or contact me as WE as one and all need to go after the Marcellus Shale
security business. [ would propose that since the governor has plans to taxes
these people, maybe we as a group and working through his office or your local
legislators can strike a deal that they use Pennsylvania security guard companies
before allowing out of state/out of country companies to come in and provide the
services, and those taxes dollars then leave the Commonwealth. I get at least 1-2
calls daily for an out of state security company wanting to get licensed in PA so
they can work for the drilling companies. Marcellus Shale is just the name of the
project, it’s those drilling companies from Texas, Louisiana and Kentucky, etc.
that are hiring the companies and or bring them with them to PA. I will be post-
ing more information on this in the weeks ahead I am going to attend another
meeting with the Marcellus Shale people to get as much information as I can to
pass on.

Going back to my previous topic a bit here regarding promoting your busi-
ness, it is also imperative that you keep your business and yourself updated on
the latest news and information with regard to your specific field of expertise.
That means education and that means going to seminars and conference. Our
annual conference is just around the corner, September 28" & 29", 2010. It is in
downtown Harrisburg this year (mutually difficult to get to for everyone except
those from Harrisburg) Jeff stein has put together a great seminar and it may
touch on some aspect of the industry you never considered. However it will give
you that bit of insight into a field or two you just never know might come in
handy. But if not for the education come for the networking with your fellow
investigators, and learn who can help you, and better yet who you can help. We
are a small group and if you utilize the resources of our association, you would
be amazed at the results. So many members belong to other associations, that
our reach is far and wide.

Please take a break from the rigors of your office and come join us, get a little
knowledge, have some good food, a couple of cocktails and the fellowship of our
investigative association.

That’s it for now. I look forward to seeing you in Harrisburg!!!

Rick Payton
President: PALI
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The Private Real Estate Investigator
by Randal S. Doaty, PI

Real estate is truly a “commission business”! I am not referring to the manner in which real estate agents
are compensated. [ am talking about the plethora of regulatory commissions that oversee the professional
conduct of participants in the typical, residential real estate transaction. You may wonder how something
could ever go wrong in a real estate transaction with so many people standing guard. Inevitably, some
real estate deals can go terribly wrong.

Real estate agents are regulated by the Pennsylvania Real Estate Commission. Mortgage sales represen-
tatives and lenders are regulated by the Pennsylvania Department of Banking. The title insurance indus-
try is overseen by the Pennsylvania Insurance Department. The three key players in almost every real
estate transaction are regulated by the state to ensure professional conduct in each of these industries.

The real estate, banking and title insurance industries also empower their own teams of in-house inves-
tigators to enforce the rules and regulations of their industry. However, if you are a consumer that is try-
ing to recover financial damages through a civil suit because you have been wronged by one or more of
these professionals or by another consumer, you will find the role of these investigators is very limited
and often inadequate for recovering essential evidence in a civil case.

, Cases of real estate fraud, malpractice, negli-
_ gence or error will sometimes require looking

" outside the boundaries of the rules and regula-

' tions set by each of these commissions. The in-

| vestigative trail often ends abruptly for industry
' investigators who see that the nature of their in-
vestigation is more civil in nature than a viola-
tion of their rules and regulations. Quite frankly,
most of these investigative bodies are under-
staffed and too busy with regulatory matters.
They simply do not have the time and manpower
- | to help consumers recover the necessary evi-
dence to sue for financial damages. Some of
CBhright Hemera Technologies Ine them are actually prohibited from doing so.

The role of the private investigator in the real estate industry will become an ever-expanding field in
the future. Real estate consumers who have suffered significant financial losses will be seeking the help
of licensed private investigators who have the knowledge and experience to uncover real estate fraud,
malpractice, negligence or errors that led to their financial loss or injury. In addition to the pressures of a
tough economy, the real estate business in general is becoming extremely complicated.

Over the past twenty years, the typical real estate agreement for sale has gone from two pages to more
than 20 pages. Mortgage documents that are first seen at the settlement table, and then quickly signed by

consumers in just minutes, would actually require hours of reading. Matters of title insurance, settlement

Continued on page 4
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closing procedures and paperwork can be confusing and often not easily understood by those who are
blindly signing their names - again and again.

What has not changed in the past 20 years is the 60-hours of training that it takes to become a licensed
real estate agent. Mortgage sales representatives and the settlement clerks who will ask you to sign moun-
tains of paperwork usually do not have any mandated hours of training unless it is required by the company
for whom they work. With thousands of dollars being bartered, exchanged, transferred and moved about in
a real estate deal, it is easy for some of this money to be accidentally or intentionally slipped into the
wrong pockets.

Real estate fraud and private investigation do not seem synonymous, like that of workman’s comp fraud
or other stereotypical PI duties. The notion of hiring a private investigator to look into where your real es-
tate deal went bad probably would not occur to most consumers. However, when the loss that was suffered
in a real estate transaction reaches tens or hundreds of thousands of dollars, the eye of an experienced pri-
vate real estate investigation specialist may be well worth the investment.

If you own a private investigation company, you may want to consider keeping an eye on the demand for
private real estate investigation services in your market area. Consumers and law firms often have no idea
where to turn when they realize that the industry-based investigators are not able or willing to help them
recover the evidence needed to support a civil suit. At the very least, you should establish a consulting rela-
tionship with an experienced, private real estate investigator to broaden the spectrum of investigation ser-
vices your firm can offer.

Randal Doaty is the former Chief of Police from Douglass Township, Berks County. He has been a li-
censed private investigator since 1989. He also has more than 20 years of experience as a licensed Penn-
sylvania Real Estate Broker and has owned and co-owned real estate, mortgage and settlement service
companies. Mr. Doaty is uniquely qualified to provide a wide range of real estate related investigationser-
vices. He can be reached for comment at rdoaty(@doaty.com.

€ Harris Investigations u

0

Licensed, Bonded and Insured Investigators

2’ Partial Listing of Services: Michele and Charles Harris, Members
M Household Checks I Vehicle Photos B surveillance | Background Checks
M Scene Photos V] Asset Searches B Process Serving | Litigation Support
M DMV Nationwide ¥ Product Liability M Police Reports M Statements
Call Toll Free: 1-888-484-9827 « E-Mail: harrisinvestigations(@verizon.net

PENNSYLVANIA NEW JERSEY DELAWARE

1001 North Broad St , Suite A P.O. Box 5182 2101 West 6th St Suite 3
Lansdale, PA 19446 Deptford, NJ 08086 Wilmington, DE 19805

www.HarrisInvestigations.net
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The Not-So-Sexy Topic of the
Gramme-Leach-Bliley Act (GLBA)

from IRBsearch, LLC

Why should you be interested in Gramm-Leach-Bliley Act data? It certainly isn’t a riveting subject. Media
types don't clamor to use GLBA for a lead story, yet understanding the privacy protection issues surrounding
sensitive GLBA data is crucial for investigative professionals. The GLBA did make headline-grabbing news in
the case of Victoria's Secret.

When U.S. Representative Joe Barton of Texas received a Victoria’s Secret catalog at his Washington D.C.
home he was a little surprised and concerned. Barton “didn't want his wife thinking that he bought lingerie for
women in Washington, or that he spent his time browsing through such material." How did the catalog have
his name and D.C. home address? According to Barton, neither he nor his wife ordered from the catalog at that
address. He suspected his credit union of revealing his Washington information to third parties and he wanted
it to stop.

The Victoria's Secret incident happened right smack in the middle of a U.S. Congressional session where
members were fine-tuning the Gramm-Leach-Bliley Act (GLBA).

The GLBA proposal wanted to modernize age-old rules on banking, security, and financial institutions. Indus-
try mergers would allow customers to conduct banking and investments under one roof. The new information
garnered by banks also prompted legislative stipulations for individual privacy rights.

1 dn Bank lobbyists weren't too concerned about privacy stipulations until Barton, a Re-
Barton “didn't want L . N :

. . . . publican, joined forces with Whaley, a Democrat. The bipartisan pair gave teeth to
his wife thll.ikmg. LI i1 Title V privacy amendment. The GLBA was signed into law on November 12,
(TR AR Y20 T (1 1999. Some political pundits still like to say that a Victoria's Secret magazine

)1 R W 70717741 Ml helped inspire individual privacy rights at a most opportune time.

or that he spent his
time browsing
through such
material.”

So now we know it's Title V of GLBA that governs privacy, but to what extent?
How does it really affect access to information databases?

There are essentially three primary parts to GLBA Title V: the Financial Privacy
Rule, the Safeguards Rule, and Pretexting Provisions.

1.The Financial Privacy Rule — This regulates the collection and disclosure of a customer's personal financial
information by financial institutions. Consumers must be provided with a privacy notice at the time a financial
relationship is established. An opt-out provision must also be provided for the Fair Credit Reporting Act.

The financial privacy rule also applies to companies who receive this information, whether banking

affiliated or not.

2.The Safeguards Rule — This rule requires that a security plan must be in place to protect consumer informa-
tion. A designated employee must be in charge of managing the safeguards. Security measures also mandate
developing, testing, and monitoring risk management programs and department assessments.

Continued on page 6




PAGE 6 PALI INFORMANT SUMMER/FALL 2010

Continued from page 5

3.Pretexting Provision — This prohibits fraudulent access to financial information by trying to impersonate
someone else to obtain clearance — also known as pretexting. No one is allowed to access a financial cus-
tomer’s records without proper authority. The provision also prohibits the use of phony emails, websites,
or mail accounts.

The federal rules also include exceptions to the Act. For example, when it comes to preventing fraud; in-
stitutional risk control; compliance with civil, criminal, or regulatory investigations; or subpoenas, there is
legal necessity to provide information to select audiences. The investigation industries are such a select
audience!

Whenever an IRBsearch® customer accesses the IRBsearch® database, it means that he/she is being
granted access to a privileged set of GLBA data information not available through all information brokers.
Upon logging into a GLBA database a person should be requested to document the necessary reason for
having access to the data. The selections available generally mirror the specific exceptions contained in
the privacy amendment. The exceptions range from matters of public safety and compliance with local
laws to official representatives acting on behalf of a customer and detecting unauthorized transactions.

Remember, not all databases are GLBA compliant! GLBA information is the cream of the crop for non-
public personal information. Within GLBA data lies credit header information from multiple financial in-
stitutions. Surprisingly, it's not always the financial information that is so attractive to the researcher.
Many times the informational gold is all the personal identifying information such as aliases, current and
previous addresses, date of birth, and a social security number. This sensitive information is only avail-
able to vetted and industry-specific individuals.

Anybody can jump on the internet and do some basic research, but true and seasoned professionals tend to
go with true professional databases. GLBA databases have invested considerable time, money, and secu-
rity protocols to ensure accurate and protected data is available to appropriate sources.

The risks associated with using non-GLBA information sites may include missing your subject from stale
data, or even jeopardizing your hard-earned license by being unable to legally confirm your access to sen-
sitive data retrieved from unscrupulous providers.

GLBA data is a solid and legal foundation on which to launch a search for investigators.

It may not be the sexiest topic of the twenty-first century, but as Representative Barton discovered, GLBA
data can make a world of difference in locating your subject—whether you are the one being discovered,
or the one doing the researching!

IRBsearch® is a market leader for providing online risk assessment information to private investigators,
process servers, bail bondsmen, judgment recovery and repossession specialists. You can contact IRB-
search at http://www.irbsearch.com. IRBsearch is an exhibitor at the 2010 PALI seminar.
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Help PALI the Environment,

and Yourself!
Sign up for the digital edition of the PALI Informant

Starting with the next issue of the PALI Informant, we will be making available a
digital version of this newsletter. The digital edition will save PALI printing and
postage costs, will help the environment by reducing the use of paper, and will
help you to dig deeper into subjects of interest to you by providing links to rele-
vant web sites and e-mail addresses in articles and advertisements .

To sign up for the digital edition of the PALI Informant, simply send an e-mail

to PALI’s newsletter editor, Bill Everman, at wheverman@comcast.net, with
“Informant Online” in your subject line. Your mailing address will be removed
from the next newsletter mailing, and the digital version of the Informant, in .pdf
format, will be sent to your e-mail address.

You do not need to be a PALI member in order to sign up for the digital edition
of the Informant.

If you would like to continue to receive the print version of the Informant, you
don’t need to do anything!

The PALI Informant thanks its advertisers for
their support

To advertise in the PALI Informant, contact Bill Everman at
610-494-0635 or wheverman@comcast.net
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ISPLA Legislative Update

by Peter Psarouthakis

It’s not often a non-lawyer gets to speak uninterrupted to a room full of litigators on any subject, let
alone The Law and Ethics of Investigation. ISPLA’s director of government affairs, Bruce Hulme, re-
cently had that honor as an invited panelist at the American Bar Association’s 36th National Confer-
ence on Professional Responsibility in Seattle. His presentation — the first by a non-lawyer speaker —
focused on pretexting as a recognized investigative tool, the misuse of which can ensnare lawyers and
investigators alike.

Lawyers are frequently called upon to plan, oversee or use the fruits of an investigation, yet their role is
limited by ethics rules and case law. When utilizing private investigators, attorneys share a vested inter-
est in establishing boundaries of permissible conduct for using deception to obtain information. Is any
deception permissible? When does surveillance stray into trespass, stalking or invasion of privacy?

Are any forms of online interaction forbidden? Mr. Hulme provided a private investigator’s viewpoint
while underscoring the pitfalls of deceptive practices in certain investigations, and the potential risk of
criminal charges or civil liability for those who cross the line.

This wasn’t the first time Mr. Hulme has represented licensed Pls on the subject of pretexting and in-
vestigative misrepresentation. Some years ago he prevailed upon the International Association of Secu-
rity and Investigative Regulators (IASIR), an organization of state regulators in the US and Canada, to
pass a resolution recognizing the use of pretense as an essential investigative technique. Additional in-
formation can be found in the Current Legislative News section of our website, at www.ISPLA .org.
(See Pretense: An Essential Recognized Investigative Tool, November 16, 2009.)

This past month Hulme and other IASIR board members presented Congress with concerns regarding
recently introduced H.R. 5300, Fairness and Accuracy in Employment Background Checks Act of
2010, sponsored by Rep. Bobby Scott [D-VA-3]. Hearings held on June 9 by the House Committee on
the Judiciary, Subcommittee on Crime, Terrorism and Homeland Security considered “Collateral Con-
sequences of Criminal Convictions: Barriers to Reentry for the Formerly Incarcerated.” While as many
as 50 million people have arrest or conviction records in this country, The National Employment Law
Project found credentials have been mistakenly denied to tens of thousands of workers, partly due to
flawed criminal record reports. In 2006, The Attorney General’s Report on Criminal History Back-
ground Checks disclosed that almost 50 percent of criminal records in NCIS failed to note court dis-
missals of charges. (A link to testimony can be found at: http://judiciary.house.gov/hearings/

hear 100609.html)

Representative Scott’s legislation would require the FBI to recover any missing data before issuing a
report and allow job applicants a copy of such report, as well as opportunity to challenge inaccurate
information in the government’s database. Should the accuracy of a record be challenged, the Attorney
General would have 30 days to investigate, correct the database and report back to the applicant and
employer. The FBI would be responsible for correcting inaccurate information and raising fees

to cover costs.

Continued on page 9
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ISPLA and others share concerns with aspects of this bill. One issue with the current language is
that an “Exchange (of information) shall not include any information about an arrest more than a year old
as of the date of the request for exchange, that does not also include a disposition (if any) of that arrest.”
This means in present form, a weapons permit, security officer registration, or private investigator license
for someone awaiting trial for a violent felony for more than a year could be approved if a particular state
is slow in reporting. Not only are states often slow, but it’s unlikely the necessary resources will be dedi-
cated to determining the disposition of each arrest. This would effectively drop some criminal information
from the reported data. ISPLA has worked with Representative Scott in the past on other issues and looks
forward to doing so on this one.

During the 111th Congress, ISPLA has kept the investigative and security profession informed of
recently introduced legislation, breaking news and developments on pending legislation. Using our federal
and state legislative tracking system, we’re alerting other national and state associations with common in-
terests. As our government affairs director, Hulme confers with his counterparts from other stakeholders,
including Jack Lichtenstein of ASIS International, Steve Amitay of NASCO, and Larry Sabboth of NCISS.
We believe it’s essential for our organizations to stand together and formulate targeted action on key legis-
lative issues if our profession is to be well served.

ISPLA also had an active role in obtaining the potential language in the recent S.3214 Surreptitious
Video Surveillance Act, introduced by Sen. Arlen Specter [D-PA], as well as alerting the profession to the
various anti-spoofing bills which passed in the House and must be resolved with the Senate version sup-
ported by ISPLA, namely S.30 Truth in Caller ID Act of 2009 sponsored by Sen. Bill Nelson [D-FL]. IS-
PLA and others met with the sponsors of both bills in Washington, D.C., and successfully obtained the req-
uisite exception for the installation of fixed security cameras and covert video surveillance. We’ve met
with counsel for Senator Nelson, and have been assured the “intent” language supported by ISPLA will
survive in the final conference to resolve differences between the Senate and House versions.

Continued on page 10
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Last year, ISPLA chairman Peter Psarouthakis testified on behalf of the investigative pro-
fession for the U.S. House of Representatives Committee on the Judiciary, House Subcommittee
on Crime, Terrorism and Homeland Security, pertaining to public defense reform in Michigan
and around the country. More info on this topic can be found in the Current Legislative News sec-
tion of our website, in a July 25 posting entitled Sixth Amendment and Indigent Defense.

Other recent posts in that section include the following;

July 25 — HR 5777, the Best Practices Act and Boucher-Stearns Discussion Draft
July 23 — HR 4173, Wall Street Reform and Consumer Protection Act of 2009

July 1 — Michigan Vehicle Tracking bill granting exemption to private investigators

ISPLA continues to work with members of Congress and coalition members on these im-
portant issues. On the regulatory front, meetings with the FTC, FEC, SEC and DOJ on matters
affecting our profession are ongoing, and we’ll continue to keep our colleagues in PALI and else-
where appraised of legislative and regulatory concerns on the horizon.

Addressing legislative and regulatory issues remains the primary mission of ISPLA, and
our volunteers are dedicated to this singular purpose. Our twelve-member executive committee
has decades of legislative advocacy experience between them, and currently includes four na-
tional directors of NALI, two former NCISS presidents and chairmen of the board, and the execu-
tive director of INTELLENET. Six members have served as presidents of their respective state
associations, and eight have served as officers or board members of NCISS. As the first non-
partisan political action committee for the private investigation and security profession, we’re
striving to safeguard lawful access to database information and public records. We’re grateful for
partners like PALI who recognize the importance of the work we’re doing, and we encourage
anyone interested in combating ill-conceived federal legislation and overly burdensome regula-
tion to join us. Your membership in ISPLA helps protect the future of your profession. Please
visit www.ispla.org and join us today.

Investigators Helping Others

Anyone who engages in business fairly and honestly makes their community a better place by providing
goods and services, helping the local economy, and often providing employment opportunities. Those of
us who are in the business of private investigation also benefit our community by helping to ensure that our
clients are acting on the best possible information when they make important business, legal and personal
decisions. But some investigators go beyond the positive impact of their professional practice and serve
their neighbors in other ways. It might be by using their investigative abilities to provide pro bono assis-
tance. It might be that their company goes out and /iterally cleans up the streets. Or it might be a purely
personal effort, like running a race to benefit a charity.

Whatever ways investigators are going above and beyond to help others, we’d like to know about it, so we
can feature them in this newsletter. If you know an investigator who is doing something special for their
community, please contact the newsletter editor, Bill Everman, at 610-494-0635, or by e-mail at
wheverman@comcast.net. And if you yourself are doing something extra to help others, don’t be shy, let
us know!
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Go To The Source!

by Bill Everman

As more and more information becomes available on the internet, it becomes more difficult to remember
that nothing we find on line originated there; every bit of information that you take from the Web has been
placed there by a business, a government agency, or someone else, who has their own reasons, and their
own process, for providing access to their data. That means that what you find there could be biased, in-
complete or incorrect.

Every investigator needs to work within budget and time constraints, and the amount of information that
we can access without leaving our offices has helped us to make a lot more of both our money and our
time. However, within those constraints, it’s good practice to go directly to the sources of the information
we’re providing to our clients, whether they might be public records, data we purchase from aggregators,
or, for example, newspapers. If it is not possible to do so, you should inform your client of the scope of
your information, so that you are not liable for what you may have been unable to find.

Why do I mention newspapers? Well, what prompted me to write this article was a recent case in which,
among other things, I needed to find the next of kin of a recently deceased individual. Naturally, my first
thought was to look for an obituary, and happily, the “newspaper of record” for the area in which the sub-
ject had lived has a searchable obituary database on line. However, despite a careful search, including
several deliberate misspellings of the subject’s name, just in case, I was unable to find an obituary.

Fortunately, I took the additional step of visiting a local library which maintains back issues of the same
newspaper on microfilm. It turns out that the deceased had lived a noteworthy life, and in the obituary
section of one issue of the paper, I found a relatively lengthy article describing his accomplishments in
both his business life and his avocations—as well as the information my client had asked me to look for.

When I returned to my office, I experimented with the obituary database, and found that none of the
lengthier obituary articles in the newspaper I found had been indexed, though the shorter “death notices”
were. [ also found that the lengthier articles had not been archived elsewhere. This meant that the articles
which provided the richest detail on their subjects would not be found by anyone looking solely on the
internet; they would only be found by someone who went to the source.

Help This Newsletter, And Your Business,To Grow!

Our first few issues have seen great support from PALI members. We’d love to hear from you if you’re
interested in writing for or advertising in our newsletter, but there’s another way you can help, and earn a
free business card ad for your efforts.

If you know a client, vendor or other anyone else who offers a product or service that may be of interest to
PALI members, talk to them about advertising with us. If they purchase an ad larger than business card
size, and mention that you referred them to us, we’ll give you a free business card ad. If you have any
questions, just call Bill Everman at 610-494-0635 or email him at wheverman@comcast.net.
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